[.S3 Technologies Capability Statement

Making Practical

ICAM/HSPD-12  PKI|
Enterprise PACS e Physical
Security ® Zero Trust
Solutions e Mission
Operations

Trusted across Civilian, Defense,
Financial, and Law Enforcement
environments

We offer skilled resources; proven business and technical capability; expert
financial and cost management services; and disciplined systems life cycle
management. Our teams analyze needs, successfully design new (or upgrade
existing) systems, and effectively deploy, integrate, and maintain solutions.
We maintain a reputation as thought leaders and trusted advisors, partnering
with our customers to understand their unique needs, defining success
criteria, and applying our knowledge and experience to implement business
and technology solutions that bring value to business or enhance technology
utilization.

LS3 is the first ever small business that was government certified as an
HSPD-12 Systems Integrator, listed on GSA Schedule 70 Special Item
Number (SIN) 132-62 (now 541419PIV under GSA MAS), and an Identity
and Access Management Professional Services on 132-60F (now
541519ICAM).

Our unique qualifications as a true technology integrator permit us to
master some of the most complicated implementations in government today.

We offer Exceptional past performance ratings from our current and past
customers, recorded in the government CPARS system. We feel that this
demonstrates our commitment, capability, and the difference LS3 brings to
customer support needs.




Why LS3

Prime contractor operating enterprise-scale federal security
programs

Full lifecycle delivery: Architecture - Integration -
Operations - Modernization

Proven low-risk transition from legacy to Zero Trust and highly

secure environments (both physical and logical)

24x7x365 mission-critical system sustainment
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Extensive Enterprise Experience @

Demonstrated Competencies

Systems Integration and Solution
Engineering

Enterprise Identity and Access
Management (FICAM)

HSPD-12 Solution Integration &
Management

DoD and Federal Public Key Infrastructure

(PKI)

Enterprise Application Management,

Integration, and Customization Services
Physical Security Services

— Physical Access Control System (PACS)
Integration

— Physical Security Consultation

Program Support
Program Office Management

Program Office Subject Matter Expertise
Support

Financial Management and Certified Cost
Analysis and Estimation Services

Technologies

Sample Programs and Customers

US Department of Agriculture
— USDA HSPD-12/ePACS Program (2018 — Present)
— USDA FICAM Program Support (2016 —2021)
— USDA Physical Security Support (2013 —2018)
U.S. Dept. of Education
—  Enterprise FICAM Program Support (2016 —2023)

General Services Administration

—  GSA Identity, Credential, and Access Management
Program Support (2016 —2021)

Dept. of Defense/DISA (2008 —2016)

— DISA ACAT Level 1 Financial/Cost Center Management
Services

Homeland Security/FEMA (2010 — 2014)

— Federal Emergency Response Official National Repository

— Federal Risk Management Information Exchange and
Management Portal

Veterans Affairs (2006 — 2013)

Enterprise Identity and Access Management Program
Management and Systems Integration

HSPD-12 Program Management, System Integration, and
Program Management Office SME Support Services

IT




Core Capabilities Experience

Contract Vehicle/Order# (GS-35F-0134V Order # 12314218FK0206

Contract/Project Name |[HSPD-12 and ePACS Program Support

Contract Value $15,465,887.15

Department or Agency |U.S. Department of Agriculture

Period of Performance [02/11/2019 — 02/10/2024

The contractor will provide program, operations, technical, and administrative support across a diverse set

of program and technical activities in support of the USDA’s ICAM Credential (i.e., HSPD-12) and electronig
hysical Access Control (ePACS) programs. Support shall include:

. Consistently assess industry best practices and industry-leading solutions and present them to the
program for adoption and/or acceptance, and then integrate those that are approved into progra
operations.

Federal Agency coordination for management, technical, and financial billing matters
Budget management and reconciliation and coordination on OCFO payments
Multi-tier Help Desk Operations for each Program

Eroject Description Operational Sustainment and Maintenance of the Department’s technical solutions in a robust Cloud

Cloud Service Management with USDA’s selected provider(s)

Management of Managed Service Offerings (MSO) from the GSA

Providing Subject Matter Expertise in Identity, Credential, & Access Management

Providing capabilities to address all architecture, engineering, integration, and operations management
needs for USDA’s Enterprise scope solutions

IT Security management to ensure compliance and safeguard the ATOs for USDA’s enterprise services

Enterprise reporting, communications, and coordination on all manner of management and technica
needs

James B. Edington, Contracting Officer, 970-295-5848,
Yes

Client POC, Name, E-
mail, Phone
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Contract /Order#
Contract Name

GS-35F-0134V Order # 12314424F0068
HSPD-12 and ePACS Program Support

Core Capabilities Experience

Contract Value

$18,934,225.39

Department

U.S. Department of Agriculture

Dates

02/11/2014 — Ongoing 5 year award

Project Description

Prime contractor supporting USDA’s Enterprise Physical Access Control System (ePACS) across 800+ facilitie
nationwide, managing more than 9,000 access control points and thousands of IP cameras.

Engineer, operate, and sustain a federated Lenel OnGuard enterprise architecture integrated with USDA ICAM, PKI
and HSPD-12 credentialing systems.

Enforce FIPS 201-3, HSPD-12, and FICAM compliance through PIV-based authentication, real-time certificatg
validation (OCSP/CRL), and centralized credential lifecycle integration.

Provide 24x7x365 Tier I-IV operational support, including service desk, engineering support, incident response, and
DevSecOps remediation, and perform monthly Windows/Linux patching, firmware updates, and vulnerabilit
mitigation in alignment with DHS CDM, FISMA, TIC 3.0, and Zero Trust requirements.

Maintain ePACS as a designated High Value Asset (HVA) with continuous monitoring, SIEM integration (Splunk), and
Security Operations Center (SOC) coordination.

Modernize legacy PACS environments through integration of HID PIVClass readers, networked controllers, and
enterprise CM pipelines; manage cradle-to-grave inventory management concerns for the USDA Enterprise Physica
Security Program.

Perform Site/Vulnerability Assessments, Deliver CADs, and manage construction and enhancement plans that delive
fully integrated physical security solutions throughout the enterprise, including all manner of video surveillance
systems, PACS, centralized IT monitoring, event correlation, and more.

Manage hybrid infrastructure deployments across on-premise data centers and AWS GovCloud/Azure environments
ensuring redundancy and disaster recovery readiness.

Deliver cost modeling, SLA tracking, reporting dashboards, audit support, and executive briefings to USDA OCIO
leadership.

Name,email, Phone

Jessica Massey, Contracting Officer, (970) 295-5698,

| CPARS

Yes
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Corporate Highlights and Fact Sheet

Technical Support

Decades of experience in building and
operationally supporting enterprise solutions, and
for more than a dozen Federal
Departments/Agencies

One of the first ever to successfully implement an
enterprise-wide Government ICAM solution

Successfully managed the manufacture and
maintenance of millions of PIV, PIV-I, and Facility
Access Cards in government

Direct experience in managing every prevalent
Card Management System platform in government

Direct experience in managing Federal and DoD
PKI Programs and technical solutions

Fully qualified and certified in Physical Access
Control System implementation and integration,
with experience implementing enterprise scope
solutions

Actively manage the Logical and Physical Access
Control System implementation strategies and
development needs for multiple Federal customers

CMMI Level 3 Certified development processes
and Quality processes based on ISO 9001
standards

Business Support

Highly experience Program Management Office
support organization

Distinct experience in HSPD-12 and FICAM
PMOs for multiple Departments and Agencies

Extensive capability in supporting financial
management, government acquisition processes,
budget reporting, and enterprise CPIC processes.

Directly manage Department of Defense ACAT
Level 1 Programs (i.e., programs that manage
more than 8 Billion in funds annually)

Certified Cost Analysis and Estimation
personnel with direct experience in Lifecycle
Cost Estimation (LCCE) and providing Cost
Model support and services

Robust Security Accreditation capabilities that
actively address the review and validation
processes for FISMA compliance

Extensive experience with independent
verification and validation support needs and
program/system testing processes




Corporate Data Sheet ('S

Contracting Vehicles NAICS PSC Codes

GSA Multiple Award Schedule 541219 541380 541511 R401 R405 R406 R408 R422
Contract #s: (GS35F0134V and 47QTCA24D00A2) 541512 541513 541519 R425 R426 R499 5810 7J20
" SIN 541518 Information Technology Services 541611 541618 541690 DJ10 H963 H363 H263 HI163
_ SIN 541519 ICAM Identity and Aceess Management 541990 541715 561210 J063 K063 L063 N063 U014
— SIN 541519PIV HSPD-12 Product & Services 611420 611430 811212  7F20 DF10 7A20 7A21 7E20

NIH CIO-SP3 (Contract Number: 75N98120D00027) DEOl DEI0 7D20 R704 R799
— All Functional Areas 1, 2, and 4 — 10 U004

Primary Contact Information:

Name:  Steven Roberts DUNS: 050417455
Phone:  (703) 989-8806 CAGE 3STA7

Email:  sroberts@LS3tech.com EIN 52-2341292
Fax: (410) 672-4289 UID J6E4ZJENZEES

Certifications Fully Cleared Staff
Minority Woman-Owned Small Business (WOSB)

GSA Certified HSPD-12 Integration Services Provider

CSEIP Certified Staff Members

Program Management Certified

1S




24x7 Mission Operations
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LS3 Technologies has proudly served its customers since 2001 -- yielding a customer Open Ratings ranking in

the 99th percentile
IT
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